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Decoding privacy concerns: the role sy
of perceived risk and benefits in personal
health data disclosure

Havva Nur Atalay'” and Sebnem Yiicel?

Abstract

Background Personal health data is crucial for effective medical care, personalized treatment, and health monitoring.
It enables accurate diagnosis, efficient treatment plans, and informed healthcare decisions. Personal health data
should be protected to ensure patient privacy, prevent misuse or unauthorized access, and maintain trust in
healthcare systems, thereby safeguarding individuals'sensitive information from potential harm or exploitation.
Therefore, this study aimed to investigate whether perceived risk and perceived benefits have mediating roles in the
relationships among individuals' personal health information disclosure behaviour, perceived control, and privacy
concerns.

Method The population of the study consisted of individuals living in the provinces of Izmir, Konya and Adana. The
sample of the study consisted of individuals who were reached through a convenience sampling method. The scales
for privacy concerns, perceived control, perceived risk, perceived benefits and information disclosure behaviour were
used in the study. Cronbach’s alpha and the AVE were calculated, and a confirmatory factor analysis was performed. A
path analysis was performed using the structural equation model to test the hypotheses.

Results The analysis revealed a significant negative relationship between individuals’ personal health data disclosure
behaviour and their privacy concerns. However, perceived risk and perceived benefit did not mediate this relationship.
Additionally, a significant positive relationship was found between individuals behaviour of disclosing their perceived
control and personal health data, with perceived risk and benefits playing a mediating role in this relationship.

Conclusion The study concluded that as individuals'concerns about sharing personal health data increase, they are
less likely to share these data. It was also found that perceived risk and perceived benefit mediate this relationship.
Additionally, higher perceived risk intensifies privacy concerns, further discouraging data sharing, while perceived
benefits can mitigate these concerns, promoting greater willingness to disclose health information.

Keywords Personal health data, Perceived risk and benefit, Privacy concern, Perceived control, Information disclosure
behaviour
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Text box 1. Contributions to the literature

This study integrates the dimensions of perceived control,
privacy concerns, and health information disclosure, address-
ing a gap in the health literature where these factors have
not been examined together.

It reveals the mediating roles of perceived risks and benefits
in the relationship between privacy concerns and health
information disclosure behavior.

By providing new insights into the factors influencing health
data disclosure, this research contributes to the develop-
ment of more effective public health policies and practices.
The findings suggest the need for further research into other
potential mediators in the privacy-disclosure relationship
within healthcare.

Introduction

Personal data, whose management belongs to both the
individual and the state through law [1], is information
that belongs to and identifies the individual. Personal
health data, on the other hand, are considered special
data within this information. The information obtained
about the individual health of the individual constitutes
personal health data. Because these data have commer-
cial value, they are attractive targets for marketers, iden-
tity thieves and many organizations in many sectors [2].
Therefore, the disclosure of personal health data online
in electronic media is considered risky for many reasons,
such as cyberattacks, malicious software developers, and
the presence of individuals or institutions who want to
gain financial resources [3]. According to Bansal et al.
[4], in healthcare, when personal health information is
disclosed online, it can be misused or accessed without
permission. In addition, the risks of information leak-
age and violations of privacy and security that may occur
while personal and clinical information is collected, used
and stored by hospitals are very important issues [5]. Pri-
vacy is viewed as a dynamic concept, “in the sense that
it is multidimensional, flexible, location dependent, and
changes according to life experience” [6].

Concerns about information privacy involve control-
ling access to information, ensuring the security of infor-
mation exchange, and verifying that those collecting the
information adhere to established regulations [4]. There-
fore, one of the main factors of privacy is the perceived
level of control [7]. Perceived control is the belief that
one’s actions, efforts, and choices can influence changes
in the environment [8] and one’s belief about the level of
completion of a particular action [9]. Perceived risks for
privacy are related to the uncertainty that arises from the
potential malicious use of personal data [10, 11]. With
respect to individuals’ information disclosure behaviour,
it is expected that the perception of risk is the lowest and
that the perception of benefits is high [12].
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Perceived benefits are related to the benefits that will
occur after individuals engage in information disclosure.
The integration of perceived risks and benefits is fun-
damental to privacy account theory. According to this
model, individuals are more inclined to disclose infor-
mation when they perceive minimal risks and maximum
benefits [13]. Smith et al. [14] determined the anteced-
ents, privacy concerns and outcomes of the disclosure of
personal data by using the macro APCO (Antecedents,
Privacy, Concerns, Outcomes) model. APCO brings
together the body of knowledge on information privacy
by integrating key factors explored in various studies,
commencing with the examination of privacy apprehen-
sions, which is the most frequently investigated element
within this domain [15]. Dinev et al. [16] proposed the
macro APCO model, in which individuals are affected
by external factors while sharing their personal data, and
this influence causes behavioural changes by creating
privacy concerns. In this study, in addition to the APCO
model, the perceived control of individuals was mea-
sured, and their behaviours related to personal health
data disclosure were examined. It is thought that exam-
ining the APCO model in the context of personal health
data disclosure will contribute to the literature. There-
fore, in this study, the mediating role of perceived risk
and perceived benefit in the relationship between indi-
viduals’ health information disclosure behaviour, privacy
concerns and perceived control was investigated.

Conceptual framework

The conceptual framework of this study is based on the
examination and development of previous studies related
to individuals’ intention to share personal health data.
The mediating role of perceived risk and perceived bene-
fits in the relationships of perceived control, privacy con-
cern and behaviour of personal health data disclosure are
included, in the present hypothesized model.

Information disclosure behaviour

The information disclosure behaviour refers to the like-
lihood of individuals sharing their information with a
person or platform other than themselves [6]. The indi-
vidual decision process regarding data disclosure is influ-
enced by many factors. Incomplete knowledge, limited
rationality, and systematic psychological deviations from
rationality demonstrate that the assumption of perfect
rationality may not fully capture the complexities of an
individual’s privacy-sensitive behaviour. Factors such as
incomplete information, externalities, information asym-
metries, risks, and uncertainties influence individuals’
intentions regarding information disclosure [17]. Across
various domains of personal data disclosure, studies
from the past to the present have consistently empha-
sized the overarching privacy concern of consumers,
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which is defined as an individual’s inclination to be con-
cerned about the privacy of their information [18-21]. In
a study conducted by Chen [22], it was concluded that
the increase in privacy concerns of individuals reduces
individuals’ behaviour of information disclosure. At the
same time, another study by Zlatolas et al.,, [23] argued
that privacy concerns and perceived benefits have a
direct impact on individuals’ behaviour of information
disclosure.

Privacy concern

In today’s digital landscape, competitive strategies rely
increasingly on the utilization of vast quantities of pro-
cessed data. Information practices in which this data,
which provides value to organizations, creates privacy
concerns for individuals [24-26]. In other words, the
connectivity of wired and wireless network platforms has
resulted in an expansion of data sources and easier access
to personal information [27] and accordingly, individu-
als’ privacy concerns have increased. Privacy concern
is the concern of individuals regarding the information
privacy practices of institutions. Concern for privacy
reflects the perceived likelihood of privacy breaches and
individuals’ responses to expected losses during privacy
breaches [28]. Privacy concern is defined as the need to
protect against unwanted communication and misuse
of personal information [29]. Confidentiality of personal
health data means a set of rules that limit the permission
to share information transferred between the patient and
the physician. Furthermore, privacy in health informa-
tion pertains to an individual’s entitlement to control the
sharing of their health-related data [30]. The concern for
the privacy of health information may even cause indi-
viduals to avoid health services in sensitive areas [4]. The
fact that there are confidentiality violations in the sharing
of personal health data also undermines the trust of indi-
viduals in healthcare professionals.

HI: Privacy concern is negatively related to the
behaviour of information disclosure.

Perceived control

The focus of the concept of control is that consumers
decide how much information they want to share, how
they want others to perceive it, or how they should share
it themselves [31]. At this point, the sense of control can
be a factor that increases the individual’s capacity and
competence to handle consequences [9, 32, 33]. Data
may be shared between organizations provided it is used
for legitimate health purposes. The privacy and secu-
rity measures of the organization that receives the data
should be equivalent to those that collect the data [34]. At
this point, control creates a sense of security and creates
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a sense of trust without risks [7]. Trust is defined as the
absence of control over the actions of another party,
regardless of its ability to monitor or control the other
party, based on the expectation that one party will take a
particular action that is important to the other party [35].

Confidence in health services is high due to informa-
tion asymmetry. The personal information obtained
during this relationship between the physician and
the patient should not be shared with others unless the
patient is aware of the sharing of his/her information
[36]. Li et al. [27], suggest that individuals who perceive
a high level of control over their data believe they possess
greater authority over the sharing and subsequent utili-
zation of their personal information. On the contrary,
individuals with high privacy risk beliefs tend to be more
cautious about the potential loss of control over their per-
sonal information. Das and Teng [37] propose that con-
trol can be viewed as a crucial mechanism for fostering
trust in cooperative behaviour among involved parties.
Perceived control handled in this way helps to spread an
atmosphere of trust in a platform [38]. Thus, perception
of high information control mitigates perceived risks and
positively increases their individuals’ information disclo-
sure behaviour [39]. As a result, based on the literature, it
is thought that individuals will share the data they want
when they have control over their personal data.

H2: Perceived control is positively related to the
behaviour of information disclosure.

Perceived risk

Perceived risk can be thought of as a combination of
uncertainty about the possible consequences of a behav-
iour and the possible harms of these consequences [40].
Therefore, the perceived risk is related to the possible
problems that may arise due to the termination of the
user’s or third parties’ access to their personal informa-
tion [19, 31]. According to Boshoff et al., [41] perceived
risks are seen as a means of uncertainty about the poten-
tial consequences of a behaviour and the possible nega-
tivity of these consequences. Accordingly, it is related to
privacy risks and uncertainty caused by the possibility of
personal data misuse [10]. In health services, personal
health data recorded during diagnosis, examination and
treatment can be easily analyzed, distributed and reused.
Therefore, in addition to the positive consequences of this
convenience, individuals perceive a relatively high risk of
using it for unrelated purposes without their knowledge
or consent [42]. For example, cloud service providers can
abuse data to sell it to third parties. Such privacy attacks
affect users’ trust and make them skeptical about storing
sensitive data [43].
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H3: Perceived risk is positevly related to the privacy
concern.

H4: Perceived risk mediates the relationship between
privacy concern and information disclosure behav-
iour.

HS: Perceived risk mediates the relationship between
perceived control and information disclosure behav-
iour.

Perceived benefit
Perceived benefits are the sum of the benefits and satis-
factions of individuals that satisfy their needs and wants.
This is the perception of what individuals gain after shar-
ing data [44]. At the same time, perceived benefit forms
a fundamental part of an individual’s choices [12]. Per-
ceived benefit is also defined as being aware of the gain
that individuals will gain if they share their personal
information [20, 45]. Park and Chai [46] have examined
the concept of value in relation to the benefits of shar-
ing personal data. At this point, it should be noted that
individuals tend to share data that they believe will cre-
ate value and benefit. Hence, it is hypothesized that
perceived benefits and risks play a pivotal role in the rela-
tionships between individuals’ behaviour of information
disclosure, perceived control, and privacy concerns.

H6: Perceived benefit is positively related to the per-
ceived control.

H?7: Perceived benefit mediates the relationship
between privacy concern and behaviour of informa-
tion disclosure.
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HS8: Perceived benefit mediates the relationship
between perceived control and behaviour of infor-
mation disclosure.

Research methodology

The purpose of the research part of the study is to inves-
tigate the mediating role of perceived risk and perceived
benefit in the relationship between information disclo-
sure behaviour and privacy concerns and perceived con-
trol. In line with the literature, the study seeks to answer
the following questions:

1. What is the relationship between information
disclosure behaviour, privacy concerns, perceived
control, perceived risks and perceived benefits?

2. What is the role of perceived benefit and perceived
risk in the relationship between information
disclosure behaviour and privacy concern and
perceived control?

This study employed a cross-sectional design and
proposed a hypothesized model to elucidate privacy
concerns, perceived control, risk, benefits, and the dis-
closure of personal health information among individu-
als. Model fitness was addressed by testing hypothetical
paths (Fig. 1). According to Fig. 1, there are significant
relationships between privacy concerns and the inten-
tion to share data as well as between perceived control
and the intention to share data. Additionally, perceived
risk and perceived benefit play a mediating role in these
relationships.

Influencing Factors

Mediating Factors

Consequences

Privacy Concern

Perceived Control

Perceived Risk

Perceived Benefit

Behaviour of
Disclosure
Information

Fig. 1 Conceptual model of the research exploring privacy concerns, perceived control, risk, benefit and personal health information disclosure
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Study population and sample

The research was conducted using the random sampling
method in the province of Konya from the Central Ana-
tolian Region, in the province of Izmir from the Aegean
Region, and in the province of Adana from the Mediter-
ranean Region. Therefore, the population of the research
consisted of individuals living in the provinces of Izmir,
Konya and Adana. According to the random sampling
method, all units in the main population should be
homogeneous, and the selection of one individual should
not affect the probability of another being selected [47].
The research sample size was determined based on the
principle that it should be at least five to ten times the
number of items in validity and reliability studies. Conse-
quently, although the sample size was initially set at 600
individuals, the research sample ultimately comprised
635 individuals who were reached through a convenience
sampling method [47-49]. The number of individuals to
be reached from each city in the study was determined
using the stratified sampling method. According to this
sampling method, the population is divided into distinct
subgroups or strata, and a specific proportion (stratum
quota) of individuals is included in the sampling from
each stratum [48-50]. In this study, the population was
divided into groups according to size (Table 1).

The number of individuals to be reached from each
province in the research was determined using the strati-
fied sampling method. According to this method, the
population is divided into different subgroups, and a cer-
tain percentage of individuals (quota) from each group is
included in the sample. The populations of Izmir, Konya,
and Adana are given in Table 1. First, the populations
of these provinces were summed, and quota ratios were
determined by dividing the population of each province
by the total population. Then, the previously determined
sample size of 600 people was multiplied by the percent-
ages to determine the minimum number of individu-
als from each province to be included in the study. The
survey was organized on Google Forms and delivered
to the participants via various social platforms (Twitter,
Instagram, Facebook, WhatsApp, LinkedIn). In this con-
text, the study was conducted using the data of 635 par-
ticipants who agreed to participate in the study and who
answered the survey questions completely.
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Data collection tools

The scales for privacy concerns, perceived control, per-
ceived risk, perceived benefits and behaviour related to
information disclosure were used in this study.

Privacy concern scale The Privacy Concern Scale was
developed and tested for validity and reliability by Yuan
Sun, Fand & Hwang [51]. The scale consists of 3 items.
The statements are suitable for the 5-point Likert scale
of 1-strongly disagree and 5-strongly agree. The internal
consistency coefficient (Cronbach’s alpha) of the scale is
0.90.

Perceived Control Scale The Perceived Control Scale
developed by Li, Luo, Zhang & Xu [52], whose validity
and reliability tests were performed, consists of 3 items.
The statements were answered on a 5-point Likert scale
ranging from 1-strongly disagree to 5-strongly agree. The
internal consistency coefficient of the scale is 0.92.

Perceived risk scale The Perceived Risk Scale developed
by Xu et al. [6] for Position Sensitive Marketing Measure-
ment consists of 3 items. The statements are 7-point Lik-
ert-type, ranging from 1-strongly disagree to 7-strongly
agree. The internal consistency coefficient of the scale is
0.94, indicating high reliability.

Perceived benefit scale The Perceived Benefit Scale
developed by Xu et al. [6] for Position-Sensitive Market-
ing Measurement consists of 3 items. The statements are
7-point Likert-type. The internal consistency coefficient
of the scale is 0.91.

Information disclosure behaviour scale The Scale
developed by Xu et al., [6] for Position Sensitive Market-
ing Measurement and for which validity and reliability
tests were conducted, was used to measure individuals’
intention to disclose data. The scale consists of 3 items.
The statements are suitable for a 7-point Likert scale. The
internal consistency coefficient of the scale is 0.86.

Data collection method

The study data were collected online via Google Forms
between June 2021 and January 2022. After receiv-
ing approval from the ethics committee and obtaining

Table 1 Distribution of the Sample size by City based on stratified sampling method for the study conducted in Adana, Izmir, and

Konya cities in Turkiye (January—May 2022)

Province Population of Province Determining Quota Ratios Sample size

izmir 4.367.251 4.367.251/8.837.565=0,50 %50 600%0,50=300 people
Konya 2232374 2.232.374/8.837.565=0,25 %25 600%0,25=150 people
Adana 2.237.940 2.237.940/8.837.565=0,25 %25 600%0,25=150 people
Total 8.837.565 %100 600

Note The relevant population data were obtained from the population census information of the Turkish Statistical Institute



Atalay and Yiicel Archives of Public Health (2024) 82:180

Table 2 Normal distribution values of the scales used in the
study

Scales used in the study Skewness Kurtosis
Privacy Concern Scale 0,050 -0,555
Perceived Control Scale -0,324 -0,235
Perceived Risk Scale -0,020 -0,717
Perceived Benefit Scale -0,591 -0,124
Information Disclosure Behaviour Scale -0,485 -0,354

Table 3 Goodness of fit indices for the structural model of the

study

Goodness of Fit Acceptable Fit Good FitValuess  Model
Values Values Values
CMIN/DF CMIN /DF <5 CMIN /DF <3 2,759
RMSEA 0,05<RMSEA<0,10 ~ 0<RMSEA<0,05 0,947
GFI 0,85<GFI<0,90 0.90<GFI<1.00 0,965
AGFI 0,85 <AGFI<0,90 0.90<AGFI<1.00 0,926
CFI 0,95<CFI<0,97 0,97 <CFI<1.00 0,949
NFI 0,90 <NFI<0,95 0,95<NFI<1.00 0,53

institutional permission, the survey was distributed to
participants through various social platforms, such as
Twitter, Instagram, Facebook, WhatsApp, and LinkedIn.
The survey consisted of several components, including an
informed consent form, a demographic data section, and
scales measuring privacy concern, perceived control, per-
ceived risk, perceived benefit, and information disclosure
behaviour.

Data analysis

For the analysis of the research data, descriptive statis-
tics (standard deviation, mean) were calculated using
the SPSS 26.0 program. Cronbach’s alpha was calculated
with the SPSS 26.0 program for reliability analysis. Con-
firmatory Factor Analysis (CFA) was conducted with the
AMOS Graphics program for validity analysis. The study
employed Structural Equation Modeling (SEM). SEM
was used to test the hypotheses. In other words, SEM
was used to verify structural theory. Skewness and kur-
tosis values were examined to determine the fit for a nor-
mal distribution.

Findings

According to the sociodemographic data, 43.1% (274)
of the participants were female, while 56.9% (361) were
male. The majority of participants were individuals aged
22 and under, comprising 38.6% (245) of the sample. Most
participants were university graduates (55.7% (354)), fol-
lowed by high school graduates (20.2% (128)), graduate
degree holders (17.5% (111)), and primary school gradu-
ates (6.6% [42]). In this research, we investigated whether
the scales were suitable for a normal distribution. The
data obtained are shown in Table 2.

Page 6 of 13

Skewness and kurtosis values were examined to deter-
mine the fit for a normal distribution. If these values are
between —1 and +1, it can be said to fit the normal distri-
bution [53]. In this respect, Table 2 shows that the scales
conform to a normal distribution.

Findings regarding the validity and reliability of the scales
The validity and reliability of the scales used in the study
were examined by CFA. The goodness of fit values for the
scales are indicated in Table 3.

In the literature, if the x2/df ratio is <5, it is acceptable,
and if it is <3, it is a good fit. The RMSEA showed good
agreement when 0<RMSEA <0.05 and acceptable agree-
ment when 0.05<RMSEA<0.10 [54]. A range of GFI val-
ues of 0.90<GFI<1.00 represents good fit, and a range
of 0.85<GFI<0.90 represents acceptable fit [55, 56].
The AGFI value is defined as good agreement between
0.90<AGFI<1.00 and acceptable agreement between
0.85<AGFI<0.90 [55]. For the CFI, 0.97<CFI<1.00
indicates good agreement, and 0.95<CFI<0.97 indicates
acceptable agreement [57]. The NFI value is expressed as
a good fit between 0.95<NFI<1.00 and an acceptable fit
between 0.90<NFI<0.95 [58].

In the model created within the scope of the research,
5 different scales were used. The reliability of the scales
was calculated by Cronbach’s alpha and the AVE. The
data obtained are given in Table 4. Based on the data
presented in Table 4, the scales were deemed reliable, as
both the Cronbach’s alpha coefficients and the AVE val-
ues fell within acceptable ranges, indicating reliability.
CFA was applied to the scales, and acceptable fit values
were reached in the initial version (goodness-of-fit statis-
tics: x2/df=2.759, NF1=0.947, CF1=0.965, AGFI=0.926,
GFI1=0.949, RMSEA=0.053). For the model to reach
good fit values, the proposed covariance between the
error terms was created and the model was rerun.
Accordingly, a model with good fit values was obtained
(goodness-of-fit statistics: x2/df=2.196, NFI=0.958,
CFI=0.977, AGFI=0.943, GFI=0.961, RMSEA=0.043).
The CFA model made with the AMOS Graphics program
is shown in Fig. 2.

In this research, the relationships between the variables
were investigated by correlation analysis. The results are
shown in Table 5.

According to Table 6, there is a low-level negative cor-
relation between information disclosure behaviour and
both privacy concerns (r=-0.15; p<0.01) and perceived
risk (r=-0.13; p<0.01). Furthermore, a moderately sig-
nificant positive correlation was detected between
information disclosure behaviour and both perceived
control (r=0.37; p 0.01) and perceived benefits (r=0.52;
p<0.01). A weak negative correlation was observed
between perceived benefits and both privacy concerns
(r=-0.12; p<0.01) and perceived risk (r=-0.08; p<0.05).
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Table 4 Confirmatory factor analysis results of the research model exploring privacy concerns, perceived control, perceived risk and

benefit, and personal health information disclosure

Items STD STD Estimate SE tValue Cron- AVE Mean Std.
estimate* estimate* (CR= bach Devi-
estimate/SE) Alpha ation
Privacy Concern 0,823 0,51
1. 0,632 0,644 1,000 3,01 1,125
2. 0,736 0,763 1,279 0,083 15,321 3,01 1,215
3. 0810 0,755 1,289 0,085 15,085 2,89 1,237
4. 0,761 0,763 1,201 0,085 14,152 3,12 1,249
Perceived Control 0,824 0,49
1. 0,577 0,576 1,000 3,84 1,059
2. 0,759 0,761 1,476 0,122 12,052 3,31 1,185
3. 0,729 0,728 1,385 0,116 11,970 3,51 1,162
Perceived Risk 0,861 0,68
1. 0,803 0,804 1,000 3,86 1,661
2. 0,851 0,850 1,149 0,050 22,943 4,20 1,804
3. 0813 0813 1,053 0,048 21,877 3,89 1,730
Perceived Benefit 0,807 0,56
1. 0,668 0,583 1,000 542 1,513
2. 0,839 0,770 1,202 0,075 15,928 561 1,377
3. 0,796 0,856 1374 0,107 12,870 543 1416
Information Disclosure 0,862 0,68
Behaviour
1. 0,831 0,832 1,000 5,04 1,624
2. 0,904 0,902 1174 0,048 24,552 492 1,756
3. 0,740 0,741 0,930 0,046 20418 4,82 1,695

* Factor load for all factors p<0.001

Additionally, a moderately significant positive correla-
tion was found between perceived benefits and per-
ceived control (r=0.44; p<0.01). Furthermore, a strong
positive relationship was observed between perceived
risk and privacy concerns (r=0.70; p<0.01). Addition-
ally, there was a weak negative correlation between per-
ceived risk and perceived control (r=-0.17; p<0.01) and a
weak negative correlation between perceived control and
privacy concerns (r=0.19; p<0.01). In this research, the
structural equation model was applied with the AMOS
Graphics program to test the hypotheses.

In the first stage, the relationship between privacy con-
cerns and information disclosure behaviour was deter-
mined by performing path analysis alone. As a result of
this analysis, the path coefficient between privacy con-
cerns and information disclosure behaviour was found
to be -0.29. This result corresponds to the first of the
mediator variable results and indicates that there may
be a relationship. In addition, the relationship between
perceived control and information disclosure behaviour
was determined by performing path analysis alone. As a
result of this analysis, the path coefficient between per-
ceived control and information disclosure behaviour was
found to be 0.93. This result corresponds to the first of
the mediator variable results and indicates that there may
be a relationship.

Path analysis was conducted to determine the role of
perceived benefits and risks in the relationships between
privacy concerns and perceived control and information
disclosure behaviour. The path model of the analysis is
given in Fig. 3. The analysis revealed a significant rela-
tionship between perceived risk and privacy concerns
(1.15, p<0.01), there is no between privacy concerns and
information disclosure behaviour (-0.03, p<0.05). How-
ever, no significant relationships were found between
perceived risk and information disclosure behaviour
(-0.03, p>0.05), between privacy concerns and per-
ceived benefits (—0.06, p>0.05). The bootstrap method
is used to examine the mediation effect in contemporary
approaches. According to this method, if there is no 0
(zero) between the bootstrap upper and lower values, the
mediation effect can be mentioned, while if it is 0 (zero),
there is no mediation effect (Hayes 2018). According to
the bootstrap values of the model (lower value=-0.215;
upper value=0.120), perceived risk and perceived benefit
don’t have a mediating role in the relationship between
privacy concerns and information disclosure behav-
iour (-0.203, 0.134). A significant relationship was found
between the perceived benefit and information disclosure
behaviour (0.67, p<0.01) and perceived control (0.73,
»<0.01) and between the perceived risk and informa-
tion disclosure behaviour (-0.03, p<0.01) and perceived
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Fig. 2 Confirmatory factor analysis of the research model exploring privacy concerns, perceived control, perceived risk and benefit, and personal health

information disclosure

control (-0.05, p<0.01). In addition, although there was
a significant relationship between perceived control and
information disclosure behaviour in the first stage, this
relationship was not found in the model (0.16, p>0.05).
In this case, there is a mediating effect on the relationship
between perceived control and the information disclo-
sure behaviour. Accordingly, when the bootstrap values

of the model are calculated, perceived risk and perceived
benefit play a mediating role in the relationship between
perceived control and information disclosure behaviour
(0.234; 0.402).

The findings related to the hypotheses are presented in
Table 6.
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Table 5 Results of the correlation analysis conducted on the measurements using scales for privacy concerns, perceived control, risk,
benefit, and personal health information disclosure

Arithmetic Mean Std. Deviation 1 2 3 4
1 3,01 0,98
2 3,55 091 -0,19%*
3 3,98 1,53 0,71 -0,17%*
4 549 1,22 -0,12%* 0,44 -0,08*
5 4,93 1,50 -0,15%* 0,37** -0,13% 0,52**

** Correlation is significant at the 0.01 level (2-tailed). * Correlation is significant at the 0.05 level (2-tailed)
1=Privacy Concern, 2=Perceived Control, 3=Perceived Risk, 4=Perceived Benefit, 5=Information Disclosure Behaviour)
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Fig. 3 The mediating role of perceived benefit and perceived risk in privacy concerns and personal health information disclosure

Table 6 Results for hypothesis testing in the study on privacy concerns, perceived control, risk, benefit, and personal health
information disclosure

Hypothesis B p Results
H1: Privacy concern is negatively related to the behaviour of information disclosure. -0.03 0041 Supported
H2: Perceived control is positively related to the behaviour of information disclosure. 0.73 0.000 Supported
H3: Perceived risk is positevly related to the privacy concern. 1.15 0.000 Supported
H4: Perceived risk mediates the relationship between privacy concern and information disclosure behaviour. -0.02 0521 Rejected
H5: Perceived risk mediates the relationship between perceived control and information disclosure behaviour. 0.10 0.000 Supported
H6: Perceived benefit is positively related to the perceived control. 0.73 0.000 Supported
H7: Perceived benefit mediates the relationship between privacy concern and behaviour of information disclosure. -0.02 0657 Rejected

H8: Perceived benefit mediates the relationship between perceived control and behaviour of information disclosure. 0.10 0.000 Supported
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Discussion
This section is discussed under two headings: theoretical
and practical implications.

Theoretical implications
According to the relevant literature, perceived benefit
reduces privacy concerns and positively affects personal
health data disclosure behaviour [59-61]. Research
results also support this finding in the literature. Accord-
ingly, perceived benefit and privacy concerns were nega-
tively related, and information disclosure behaviour was
positively related. Accordingly, there is a negative rela-
tionship between privacy concerns and information dis-
closure behaviour. As the privacy concerns of individuals
increase in personal data disclosure, their information
disclosure behaviour decreases. In this study, a positive
relationship was found between perceived control and
information disclosure behaviour [62]. Similarly, in his
studies on perceived self-efficacy, Bandura addressed
perceived control as an important determinant of health
data disclosure behaviour and emphasized that the level
of control had a positive effect on the information disclo-
sure behaviour. Dhagarra et al. [29] aimed to measure the
technology acceptance level of individuals in disclosure
personal health data. Furthermore, in the same study, it
was discovered that perceived benefit, perceived ease of
use, trust, and privacy concerns were linked to the uti-
lization of health technologies and the disclosure of
information. In this context, it is essential to emphasize
the importance of conducting and auditing processes in
compliance with the General Data Protection Regulation
(GDPR) to ensure respect for patient safety and privacy.
Furthermore, the use of electronic health record sys-
tems should be secured with two-factor authentication
encryption, and all procedures must be carried out with
the patient’s informed consent and explicit authorization.
According to Bansal et al. [4], perceived privacy risk
in personal health data revolves around factors such as
being in control of information, ensuring the security of
information exchange, and ensuring that the entity col-
lecting this information will adhere to established rules
and regulations [4]. In this study, a negative relationship
was found between perceived control and perceived risk,
and a positive relationship was found between perceived
control and perceived benefit. A significant relation-
ship was found between individuals’ privacy concerns
and their perceived risk levels. Similarly, in a study con-
ducted by Xu et al. [63] to examine the occurrence of
privacy concerns of individuals in health services, a
significant relationship was found between perceived
risk and privacy concerns. In another study by Xu et al.
[45], in healthcare services, a significant relationship
was found between the risks individuals perceive in data
sharing and privacy concerns. In this research, it was
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determined that perceived risk and perceived benefit did
not have a mediating effect on the relationship between
personal health data disclosure behaviour and privacy
concerns. According to the relevant literature, perceived
risks and benefits do not play a mediating role between
privacy concerns and information disclosure behaviour,
but information disclosure transparency plays a mediat-
ing role [64].

In this study, it was determined that perceived risk and
perceived benefit play a mediating role in the relation-
ship between information disclosure behavior and per-
ceived control. According to the findings, perceived risks
increase individuals’ privacy concerns and decrease their
intention to disclose personal health data. Conversely,
perceived benefits reduce individuals’ privacy concerns
while increasing their intention to disclose personal
health data. Therefore, enhancing perceived benefits and
assuring individuals that disclosing personal health data
will not pose any problems can facilitate data disclosure.
A review of the literature reveals a lack of studies discuss-
ing these results. Consequently, this study appears to
be both timely and capable of addressing this gap in the
literature.

Practical implications

The findings of this study highlight crucial strategies for
improving the management and practice of personal
health data disclosure.

The necessity of these practices was also highlighted
during the COVID-19 pandemic, a time when appli-
cations collecting and storing personal data became
widespread. During the pandemic, many personal data,
particularly personal health information, were collected
through contact tracing applications. However, there
were widespread public concerns regarding how these
collected health data were stored and protected. Cioffi
et al,, [65] noted that personal data collected by contact
tracing applications could be exploited by malicious third
parties, which raised significant privacy concerns. Addi-
tionally, Bengio et al.,, [66] emphasized that privacy con-
cerns arising from contact tracing applications could be
mitigated through informed consent and transparency.
Therefore, it can be suggested that privacy concerns and
perceived risks, which pose barriers to the effective use of
collected personal health data, can be alleviated through
measures such as the principle of transparency and
informed consent.

The research indicates that perceived risks are inversely
related to the intention to disclose personal health data.
To address this, health technology providers should focus
on implementing measures that effectively mitigate pri-
vacy concerns. This can be achieved through robust data
protection policies, security certifications, and transpar-
ent communication about data handling practices. By
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ensuring that users feel their data is secure and well-pro-
tected, providers can reduce perceived risks and encour-
age greater willingness to disclose health information.
Conversely, the study also reveals that perceived benefits
positively influence the intention to disclose personal
health data. To capitalize on this, health service provid-
ers should emphasize the tangible advantages of data
sharing, such as enhanced health services, personal-
ized treatment plans, and early diagnosis opportunities.
Informational campaigns and educational programs that
clearly articulate these benefits can improve user atti-
tudes towards data sharing. Additionally, enhancing user
education about data protection mechanisms and ensur-
ing high levels of transparency can build trust and alle-
viate privacy concerns. These strategies collectively offer
a comprehensive approach to facilitating more effective
and widespread health data disclosure.

Conclusion
This study underscores the sensitive and critical nature of
the issue by highlighting the mediating role of perceived
risk and perceived benefit in the relationship between
health information disclosure behaviour, privacy con-
cerns, and perceived control. A literature review revealed
that the dimensions addressed on the subject are evalu-
ated separately in different sectors, but these dimensions
in the field of health have not been examined together
in any study. Therefore, based on results obtained in
this research, it is thought that this study will contrib-
ute to the field. On the other hand, within the scope of
the research, in the relationship between privacy con-
cerns and information disclosure behaviour, since it has
been determined that perceived risks and benefits have a
mediating role, it is recommended that other researchers
investigate whether other variables have a mediating role.
As a result, to address the issues investigated in the
study and minimize concerns, training sessions for scien-
tists, politicians, companies involved in health informa-
tion technology production, and healthcare institutions
and organizations are recommended. This will help
raise societal awareness and foster a sense of security.
In essence, considering that personal health data are a
concept that has recently gained recognition for its sig-
nificance, it is imperative to educate healthcare personnel
on safeguarding patient data privacy. Hospital adminis-
trators and administrative units bear significant respon-
sibility in this regard. Therefore, organizing data privacy
seminars for all healthcare personnel can effectively
enhance awareness among employees.

Limitations

This research has several limitations. First, the use of
quantitative methods restricts the ability to conduct
an in-depth analysis. Second, the study is limited to the
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635 participants who agreed to participate and complete
the surveys. Additionally, the research is constrained by
the specific time period during which it was conducted.
Despite these limitations, this study contributes to the
field by providing a reliable and generalizable perspective
on personal health data disclosure. For more compre-
hensive findings, future research could employ different
research methods and include diverse populations or
samples.
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